Al Incident Response

Al Security Workshop ¢ Incident handling, detection and forensics

Prompt traces Telemetry vs I0OCs Containment

Evidence capture ML-BOM & approvals




Motivation Al Security Workshop
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Agen da Al Security Workshop

Foundations Containment & forensics

e What makes Al incidents different

e Containment = capability reduction (kill switches)
e What counts as an “Al incident”

e Evidence capture: prompts, retrieval, tool 1/0, versions
e Replayability: best-effort replay + diffing

Telemetry & detection Next: Governance

e Indicators vs telemetry (what is actually huntable)
e Minimum viable log schema + vaulting (break-glass)
e Concrete starter detection thresholds
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Why Al incident response feels different Al Security Workshop

Non-determinism Text crosses trust boundaries More moving parts

e Same input !|= same e |nstructions and data get e RAG: KBs, embeddings,
output mixed rankers

e Replay requires e Prompt injection = e Tools: side effects +
versioning + context confused deputy authorization
snapshots e Qutputs can trigger e Vendors: updates + policy

e Hosted models can drift actions (agents/tools) defaults

without notice

Rule of thumb: if you don’t have Al-turn tracing (prompt + retrieval + tools + output), you will never be able to scope or explain the incident.
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Incident response lifecycle (classic IR + Al overlay) Al Security Workshop

Prepare Detect & analyze Contain / recover Post-incident
Tracing e playbooks e » Prompt e tool ¢ RAG » Kill switches e rollbacks e » Root cause ® governance
ownership signals comms fixes

Al incidents can be security, integrity, safety, or compliance.

IR depends on telemetry: without Al-turn traces, you are blind. Containment often means reducing capability (tools/RAG) before you fully
understand root cause.
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What counts as an “Al incident”?

Incident types (examples)

e Unauthorized data exposure (prompt/RAG/tool
output)

e Unauthorized actions via tools (writes, refunds,
deletions)

e Model/prompt/RAG poisoning (persistent behavior
change)

e Supply chain compromise (model loader,
dependency, plugin)

e |ntegrity failures with real-world impact

e Cost/resource abuse (token drain, tool spam)

Al Security Workshop

Define severity fast

e Did a side-effecting tool execute?

e Did data cross a boundary
(tenant/customer/regulated)?

e |s behavior persistent across sessions?
e Was there a vendor/model/policy update involved?

e Do you have enough telemetry to prove scope?
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Severity triage: impact x confidence (starter rubric) Al Security Workshop

Impact factors Confidence factors

* Data exposure: customer / tenant/ PlII * Do we have full logs of the model’s inputs and
outputs for each turn?

» Real-world actions: refunds, writes, deletions * Canwe replay what the system retrieved and what
tools/actions it executed (API calls, writes,
refunds)?

Scale: single user vs systemic * Are prompts and user inputs stored in full, or only

as irreversible hashes (limiting investigation)?
Do we know exactly which model/version was
running, or could vendor updates have changed
* Regulatory risk: GDPR, consumer protection behavior?
Do we have independent audit logs outside the Al
system (e.g., backend, payment, access logs)?

* Persistence: cached, memory, poisoned KB .
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Indicators vs telemetry Al Security Workshop

Huntable indicators (I0Cs) Telemetry / control evidence

Signals of abuse or compromise — used for detection + Al + LLM Platform Logs

threat hunting 1. Turn traces: all prompts + final outputs (from

model audit logs)

1. Jailbreak & policy breach triggers detected by 2. Tool invocation logs: actual API calls + parameters
runtime filters (e.g., blocked prompts) (retrieval, actions)

2. Unusual retrieval scores / novel doc sources 3. Guardrail decisions & reason codes: allow/deny +
(ACL/tenant mismatches) why (platform safety logs)

3. Spike in sensitive content hits (secret exposures, 4. Model/version info: exact model and prompt
PIl returns) template used (immutable tag)

4. Abnormal usage patterns (sharp token/tool use
increases) Security / SOC Telemetry

1. ldentity/Access logs: user ID, role, scopes tied to
each interaction (IAM logs)

2. Backend audit trails: writes, refunds, deletes, DB
changes triggered by Al

3. Network/session logs: source IP, session anomalies
(proxy/NGFW)

4. SIEM ingestion: immutable export of all above into

SOC for correlation
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Al-specific I0OCs (examples you can actually hunt) Al Security Workshop

Huntable pattern (10C) Where it shows up

Prompt System prompt probing; multi-turn obfuscation; “ignore previous” + tool coercion Chat logs; guardrail events; policy logs

Tools New tool first-seen; risky verbs; wildcard args; repeated retries Function-call logs; API gateway; tool audit
trail

Retrieval Scope widening; new collections; ACL mismatch; top-k spikes Retrieval traces (doc IDs/ranks/hashes)

Economics Token spikes; long loops; N tool calls in M seconds Usage metrics; rate limits; billing

Note: approvals and allow/deny outcomes are telemetry (not 10Cs).

9/38



Minimum viable logging (hot log + break-glass vault) Al Security Workshop

Vault (break-glass): raw prompts + raw tool I/0 +

Hot lo er Al-turn): minimal fields for hunting + correlation . .
glp ) & retrieved snippets

e trace_id, turn_id, session_id Encrypted at rest; separate access control

e tenant_id, user_id, app_id Audited access (who/why/when), ticket required

e model (provider/name/version) + params_hash Redaction/tokenization for sensitive fields

e policy outcome + reason_code + approval_id Retention policy aligned to compliance
e retrieval: index_build_id + doc_ids/ranks + snippet_hashes

e tools: tool _name + args_hash + approved + tool_principal +
downstream_audit_id

e output_class + safety flags + response_hash
e usage: tokens_in/out, latency_ms, cost_estimate

Rule: keep hot logs queryable; put raw content behind audited break-glass access.
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Detection playbook: high-signal rules + starter thresholds Al Security Workshop

Behavioral anomalies Economics / abuse (starters)
e New tool first-seen e tool call count>=10 in 60s
e High-risk verbs with unusual args e >= 3 distinct toolsin 60s
(delete/close/refund) e identical args repeated >=5
* ACL mismatch count >0 e tokens_out p99 > 3x baseline; session tokens > 20k
Prompt-level indicators Integrity & drift
e System prompt extraction probing e Answer quality drop after update
e Obfuscation across turns (base64, split payloads) e New unsafe retrieval sources
e “lgnore previous” + tool coercion e Approvals skipped (config drift)

Start with simple thresholds. Replace static numbers with baselines once you have 1-2 weeks of data.
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Containment when behavior is non-deterministic Al Security Workshop

Real containment (capability reduction) Not containment (diagnostic knobs)

e Flip safe mode: disable high-impact tools; keep e Lowering temperature can reduce variance, but
read-only tools does not enforce authority

e Tighten retrieval: allowlist collections; shrink top-k; e Switching to a “safer model” is not a control if tools
block untrusted sources remain permissive

e Enforce approvals for high-risk actions (audited) e Guardrails without tool-side enforcement still allow

e Freeze versions: model, prompts, tool schemas, side effects
policies e You still need scoping + authZ + approvals at the

e Quarantine sessions: stop cross-user memory + tool boundary

shared caches
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Evidence collection: what to capture (Al forensics) Al Security Workshop

Prompts: user input + system/developer prompt version/hash + template variables

Context: conversation history, memory state, policy decisions (allow/deny) + reasons

RAG: query, doc IDs, ranks, snippet hashes, index/build version, source timestamps

Tools: function name, arguments, caller identity, tool outputs (redacted + vaulted raw)

Model: provider/name/version + inference params (temp/top_p/seed if supported)

Environment: orchestrator build SHA, feature flags, connector versions, service account used

Treat an Al-turn trace like one forensic artifact with chain of custody (trace_id + hashes + audited access).
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Replayability: best-effort replay + diffing Al Security Workshop

What to version (you control) What you usually cannot guarantee

e Prompt templates + policies (Git SHAS) e Deterministic outputs for hosted LLMs

e Tool schemas + allowlists e No vendor drift (updates, safety behavior changes)
e RAG index builds + embedding version e |dentical retrieval without retrieval evidence

Connectors + scopes + feature flags
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Smoking guns in Al Incident Response Al Security Workshop

Why would we start an IR effort?

e Model suddenly ignores expected rules or policies

e User input contains classic injection cues (“ignore previous”, “act as system”)

e Unexpected tool behavior (wrong target, strange parameters, privilege-seeking)

e Multi-turn obfuscation (encoded text, split instructions, language switching)

e Qutputs suggest data leakage or hidden context exposure

e Actions occur without clear user intent (writes, deletions, refunds, access changes)
e Repeated probing for system prompts, tools, or internal configuration

e User reports unauthorized or surprising Al-driven activity

e |f you see one or more: assume compromise potential and initiate IR triage.
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PlBYbOOkS Al Security Workshop

Suspected Prompt Injection Compromise

e Detection triggers ¢ Investigation
e Prompt-injection phrases (“ignore previous”), system probing e Extract full convo + system prompts + retrieved context
e Suspicious tool calls (odd args, privilege escalation) * Find injection entry point (direct vs obfuscated)
e Obfuscation across turns (base64, splitting, language shifts) * Audit tool auth + identity scoping
e User reports unexpected/unauthorized Al actions  Check persistence (memory/cache/RAG contamination)

e Review guardrail alerts for bypasses

e Triage
e |dentify tools used e Recovery & communication
e Research downstream impact * Roll back unauthorized actions; revoke access
e Verify actual damage done (writes, refunds, deletions, exfiltration) * Trigger customer notification if exposure occurred
* Patch guardrails/prompts for the observed technique
e Containment * Write after-action report (vector, gaps, failures)

e Suspend affected sessions; block tool execution

e Enable approvals for high-risk tools globally * Post-incident hardening
e If systemic: disable impactful tools = read-only safe mode * Add new detection rules for the pattern
e Freeze prompts/models/tool schemas during investigation * Strengthen input validation + structured prompting

* Improve instruction/data separation (delimiters, controls)
* Run red-team exercise to confirm coverage
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Case study: cross-user data exposure (ChatGPT, Mar 2023) Al Security Workshop

What happened (high level) IR lessons

e Users saw other users’ chat titles; service taken e An “Al incident” may be classic infra + dependency
offline risk

e Root cause involved redis-py with Redis Cluster e You still need scope proof + notification plan

e Small percentage may have had payment-related e Session isolation + caching bugs multiply blast radius

info exposed
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Case study: chatbot misinformation -> liability (Air Canada) Al Security Workshop

What happened?

1.

In November 2022, a customer traveling after his grandmother died used Air Canada’s website chatbot to ask
about bereavement fare discounts. The bot incorrectly advised that he could apply for a reduced fare refund
within 90 days after travel — contrary to the airline’s actual policy, which requires bereavement discounts to be
applied before booking, not retrospectively.

Relying on that answer, he booked flights costing ~CAS1,630 total. When he later submitted a bereavement
claim, Air Canada refused, saying retroactive refunds weren’t permitted.

Air Canada argued it shouldn’t be responsible for the chatbot’s advice, even claiming the chatbot was a
“separate legal entity responsible for its own actions.”

The British Columbia Civil Resolution Tribunal found Air Canada owed a duty of care, that the chatbot’s
information was incorrect and that the customer reasonably relied on it — and awarded ~CAS$650 in damages,
plus interest and fees.

M AIR CANADA
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Case study: chatbot misinformation -> liability (Air Canada) — cont. Al Security Workshop

Responding to the incident

* Incorrect chatbot output became a customer-impacting production failure with financial + legal consequences
* As an IR team, would you have enough information to investigate this issue?
* Do we keep logs of all customer interactions?
 What do we do if a customer is correctly saying a company chatbot told them something trivial and
misleading, and we didn’t have the full conversation log?

* Incident Response lessons
1. Need clear detection + escalation paths when chatbot answers deviate from policy
2. Post-incident workflow should include RCA + policy alignment, not just model tuning
3. Steer engineering towards only responding from an official policy KB, citing and linking to it in the
customer interaction

M AIR CANADA
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Al Governance




Motivation Al Security Workshop

The Problem

Al governance provides organizations with the structures, controls, and accountability needed to deploy Al
responsibly and safely.

Governance should ensure Al:

* Is used in appropriate and well-defined use cases

e Operates within clear boundaries and permissions

* Remains under meaningful human responsibility

* |Is tested, monitored, and controlled throughout its lifecycle
* Used responsibly and in a trustworthy way by end users

The objective is to ensure Al systems remain bounded traceable, and subject to meaningful human accountability across
their lifecycle.

Key risk factors in Al systems include:

1. Erroneous actions: incorrect outputs or actions that create real-world harm

2. Unauthorized actions: actions taken outside defined permissions or escalation paths

3. Biased or unfair outcomes: systematic unfairness in decisions such as hiring or procurement
4

Data breaches: exposure or misuse of confidential or personal data )1/38



Motivation Al Security Workshop

Why Risks Increase with Agentic Systems

Agents inherit traditional GenAl risks (hallucination, bias, leakage), but these manifest differently when
connected to tools and environments.

Examples: A o AGENTlC RISK — -

* Wrong plans = erroneous execution B T Tt
. . . & ENVIRONMENTS

* Tool misuse = unauthorized actions

* Protocol compromise - data exfiltration

MULTI-AGENT FAILURES

Wrong Plans

Erroneous Execution

Tool Misuse A N : NG 3 S -
' I i "’* '.ff,@b\v e ’(\
Multi-agent setups introduce system-level failures: W G
. . Unauthorized Actions ; i N ', A
e (Cascading mistakes Pretoool RN, S (Esergent Chaos

* Emergent unpredictable coordination ‘ TR o T Y

Bias

Leakage a
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Governance Al Security Workshop

Manage

1.

Ensure all Al systems remain safe, accountable, and aligned with organiszational risk tolerance throughout deployment and operation.

Define approved Al
use cases

Set permissions and
boundaries

Assign human
accountability
Establish lifecycle
governance controls

Monitor

1.

Track Al actions and
tool use

Detect anomalies
and policy breaches
Log decisions for
auditability
Escalate high-risk
behaviors

Measure

1.

Evaluate safety and
reliability

Test compliance
with policies
Measure bias and
fairness outcomes
Validate
performance in
production
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Al Security Workshop

Al Roles & Responsibilities

e Governance Board: Senior leadership group that sets Al strategy, approves high-risk use cases, and defines
organizational risk tolerance

e Product Owner: Business stakeholder accountable for specific Al use case outcomes, user impact, and alignment
with business objectives

e Al Engineering Team: Responsible for model development, training, deployment, and technical implementation of
controls

e Security Team: Ensures Al systems meet security requirements, conducts threat modeling, manages Al-specific
incident response

e Legal/Compliance: Interprets regulatory requirements, reviews contracts with Al vendors, advises on liability and
data protection

e Data Governance Team: Manages data quality, lineage, access controls, and ensures training data meets compliance
requirements

e Ethics/Responsible Al: Evaluates fairness, bias, and societal impact; defines ethical guardrails and escalation criteria
e Internal Audit: Independently validates that Al governance controls are operating effectively

24/38



App roval Workflows Al Security Workshop

Different use-cases should have different approval paths

* New Use Case Approval
* Risk classification drives approval level (team lead vs. governance board)
* Requires business justification, data inventory, and impact assessment
* Security and legal review for medium/high risk
 Model Selection Approval
* Vendor assessment (security, data handling, contractual terms)
* Technical evaluation against use case requirements
 Add to approved model registry with usage constraints
* Deployment Approval
* Pre-deployment testing gates passed
e AI-BOM documented and version-locked
* Rollback plan and monitoring in place
* Runtime Approval
* Defined triggers (action type, threshold, confidence)
e Clear escalation path and SLA for response
* Logged for audit trail
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Human Oversight Al Security Workshop

Human-in-the-Loop (HITL) Requirements

When is HITL required?

* Decisions affecting individual rights (hiring, credit, benefits)

* Financial actions above threshold

Irreversible operations (deletions, legal filings)

Low-confidence model outputs

New implementation and versions

Implementation Patterns

* Pre-execution approval gates

e Draft-and-review workflows

* Confidence-based escalation

e Post-hoc audit sampling

Operational Considerations

* Define SLAs and fallback when reviewer unavailable

* Logreviewer identity, decision, and override reasoning

* Monitor for rubber-stamping and reviewer fatigue

Human Oversight Classifications

* Human-in-the-loop (HITL): A human must initiate or approve the action before it executes

* Human-on-the-loop (HOTL): The system acts autonomously but a human can intervene or abort
* Human-over-the-loop (HOVL): A human configures the system and can review or intervene after the fact
* Human-out-of-the-loop (HOOTL): Fully autonomous operation with no human involvement
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Monitoring Al Security Workshop

Monitoring & Compliance Dashboard

Key Metrics to Display

e Operational Health: Model latency, error rates, throughput, availability

» Safety Signals: Guardrail trigger rates, blocked requests, policy violations

e Drift Detection: Input distribution shifts, output quality degradation, confidence score trends
» Usage Patterns: Requests per user/tenant, token consumption, tool invocation frequency
 Compliance Status: HITL completion rates, approval workflow SLAs, audit findings

Alert Thresholds

* Guardrail triggers exceeding baseline by x%

* Model confidence scores dropping below acceptable threshold

* Unusual access patterns (off-hours, new geolocations, privilege escalation)
* Pending approvals exceeding SLA

Dashboard Consumers

e Al Ops team: Real-time operational view

* Security/SOC: Anomaly and threat signals

* Governance Board: Weekly/monthly compliance summary
e Audit: Historical compliance evidence
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Updates Al Security Workshop

Change Management & Model Updates

Change Categories

 Model updates: New versions, fine-tuning, provider-side updates

* Prompt/policy changes: System prompt modifications, guardrail rule updates
* Infrastructure changes: Deployment environment, scaling, connectivity

* Tool/integration changes: New tools enabled, APl schema modifications

Change Control Process

* Change Request: Document what, why, risk assessment, rollback plan

* Testing Requirements: Regression testing, adversarial testing, A/B validation
e Approval: Based on change risk level and affected systems

e Staged Rollout: Canary deployment, gradual traffic shift, monitoring

* Validation: Confirm expected behavior, no regression in safety metrics

* Documentation: Update AlI-BOM, runbooks, and audit trail

Vendor Update Management

e Subscribe to provider release notes and security advisories

e Test vendor updates in staging before production exposure

* Maintain version pinning where possible; document when not
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Data Al Security Workshop

Data Governance Integration

Data Classification for Al

* Map data sensitivity levels to Al use restrictions

* Define which data classifications can be used for training vs. inference

» Establish rules for cross-boundary data flows (tenant isolation, geographic restrictions)

Training Data Requirements

 Documented provenance and lineage for all training data

* Licensing and consent verification

* Bias and representativeness assessment

* Retention and deletion policies aligned with source data requirements

Inference Data Handling

* Input/output logging with appropriate redaction for sensitive fields
e Retention periods based on audit and compliance needs

e Access controls on conversation logs and telemetry

Data Subject Rights
* Process for handling deletion requests that may affect training data
* Mechanism to identify if specific data was used in model training

. . . 29/38
* Procedures for responding to data access requests involving Al outputs



Vendors Al Security Workshop

Third-Party Al & Vendor Management

Vendor Assessment Criteria

» Security certifications (SOC 2, ISO 27001, etc.)

* Data handling practices (where data is processed, retention, subprocessors)
* Model transparency (training data sources, safety testing, update policies)
» Contractual protections (liability, indemnification, SLAs)

* Incident notification commitments

Ongoing Vendor Monitoring

* Track vendor security advisories and incident disclosures

* Monitor for unannounced model updates or behavior changes

* Review vendor compliance certifications annually

* Maintain vendor risk ratings in procurement system

Contractual Requirements

* Right to audit or receive audit reports

» Data processing agreements aligned with privacy regulations

* Notification requirements for material changes

e Exit provisions and data portability

Shadow Al Prevention

* Inventory of approved Al vendors and tools

* Network controls to detect unauthorized Al API usage

. . el . 30/38
* User awareness training on approved vs. prohibited tools



Productization Al Security Workshop

Pre-Deployment Testing Requirements

Functional Testing

e Accuracy and performance against benchmark datasets Compliance Validation
* Edge case handling and graceful degradation * Verify HITL controls are functioning
Integration testing with downstream systems and tools e Confirmlogging and audit trail completeness
* Validate data handling meets classification
Safety & Security Testing requirements
* Adversarial input testing (prompt injection, jailbreak attempts)
e Qutput boundary testing (harmful content, data leakage) Go/No-Go Criteria
* Tool authorization and scope validation * Define minimum thresholds for each test category
e Rate limiting and resource exhaustion testing  Document exceptions and compensating controls

* Sign-off from required reviewers based on risk level
Fairness & Bias Testing
* Disaggregated performance metrics across protected groups
e Bias benchmarks appropriate to use case
* Documentation of known limitations and failure modes
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Registry Al Security Workshop

Al Use Case Registry

Registry Purpose

* Central inventory of all Al use cases in the organization

e Enables risk visibility, resource planning, and regulatory reporting

* Supports impact assessment when vendor or regulatory changes occur

Required Fields

* Use case name and description

* Business owner and technical owner

* Risk classification (Low/Medium/High)

 Model(s) used (link to AI-BOM entry)

* Data inputs and sensitivity levels

* Tools and integrations enabled

e HITL requirements and implementation

e Approval status and approvers

* Go-live date and review schedule

Registry Maintenance

 Mandatory registration before development begins
e Annual review and recertification for active use cases
e Retirement process with decommissioning checklist

: . : 32/38
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Governance POliCY Al Security Workshop

Policy Framework

Policy Elements

Acceptable use: What Al can and cannot be used for
Risk classification criteria and approval requirements
Data governance requirements for Al

Human oversight and accountability requirements
Incident reporting and response obligations

Vendor and third-party Al requirements

Training and awareness requirements

NouswhRe

Policy Lifecycle

* Annual review cycle with stakeholder input

* Exception request and approval process

* Version control and change documentation

« Communication and training on policy updates
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Regulation Al Security Workshop

Regulatory Landscape

Key Regulations and Frameworks

* EU Al Act: Risk-based classification, conformity assessments, transparency obligations, prohibited uses

* NIST Al RMF: Governance, mapping, measuring, managing Al risks; voluntary but influential

* GDPR/Privacy Laws: Automated decision-making rights, data protection impact assessments

» Sector-Specific Rules: Financial services (model risk management), healthcare (FDA guidance), employment law
* Emerging State Laws: US state-level Al transparency and bias audit requirements

Compliance Considerations

* Map Al use cases to applicable regulatory requirements

* Maintain documentation to demonstrate compliance (Al-BOM, testing records, HITL logs)
* Monitor regulatory developments and assess impact on existing systems

* Engage legal/compliance early in high-risk use case development

Audit Readiness

* Centralized evidence repository

e Clear ownership for each compliance requirement

e Regularinternal assessments against regulatory checklists
e Third-party audit engagement for high-risk systems
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Transparency Through Documentation Al Security Workshop

Al Bill of Materials

e A document, created by security, covering all Al use in the
organization

AL BOM w
e Models (version, provider, training origin)

e Datasets (source, license, sensitivity level) // l \‘\

e Prompts + fine-tuning artifacts

. . . . Datasets I Models Hard Software De | t
e Dependencies (libraries, APIs, cloud services) - 2 aroware 2 plogmen
. . - Training Data - Model ﬁ-rdn tecture - GPUs [/ TPUs - Frameworks - Cloud Services
* Deployment context (runtime, region, access controls) ~ Test Data - Pre-trained Models - Tnference Servers - Development Tools - Edge Devices

e Prepares the organization for potential IR
e Required by EU Al Act + NIST Al RMF for some industries
e Aids in procurement and software updates
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Governance Exercise Al Security Workshop

Tabletop Exercise

o A facilitated, discussion-based session where stakeholders walk through a simulated Al-specific crisis (e.g., data

stolen, model bias, data poisoning, or "hallucination"” causing financial loss) to validate response plans and
governance frameworks.

e Help meet emerging requirements like the EU Al Act, for proactive risk management and human oversight
e Practices how to communicate technical failures to a non-technical public

e Scenario (the "Inject"): A realistic narrative (e.g., "Our customer service bot is suddenly recommending
competitors")

e Players: Cross-functional representatives from Data Science, Software Engineering, DevOps, Legal and PR
e Facilitator: An objective lead who guides the story and challenges assumptions

e Evaluation (After-Action Report): A document capturing gaps in the current Al Governance policy

e “How do we detect if this is a malicious attack or a natural data shift?”
o “What is our threshold for taking the model offline?”

e “Do we have the version history to rollback to a safe state immediately?”
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Governance Exercise Al Security Workshop

Red Team Exercise

Adversarial testing where a dedicated team attempts to break, bypass, or manipulate Al systems
* Before major releases

e After significant model or tool changes

* Periodic (quarterly) for high-risk systems

What to Test

Prompt injection and jailbreak attempts

Data extraction (system prompts, training data, user data)
Tool abuse and privilege escalation

Guardrail bypasses

Multi-turn manipulation and obfuscation techniques

e wnNhRe
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Summary Al Security Workshop

Short recap before we go

Al Incident Response

* Alincidents require Al-specific telemetry (prompts, tools, retrieval, outputs)
* Containment = capability reduction, not just tuning knobs

e Version everything you control; accept you can't replay perfectly

Al Governance

* Define use cases, approvals, and human oversight before deployment
* Maintain an Al-BOM, use case registry and Al-use policy

* Monitor, measure, and manage throughout the lifecycle
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