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MCP Security



MCP



The Problem: AI in Isolation
LLMs can’t access your databases, 
CRMs, files, or APIs on their own

Every AI app × every data source = 
custom integration

This is the N×M problem - doesn’t 
scale, fragile, duplicated effort



The Solution: MCP
An open standard for connecting AI to external 
systems

Released by Anthropic (Nov 2024), adopted by 
OpenAI, Google, Microsoft

N×M → N+M: Build once, works everywhere
AI can both read data and take actions

Model-agnostic — works with Claude, GPT, 
Gemini, etc.



MCP Overview

Source: https://modelcontextprotocol.io



The Architecture Component Role

Host AI application (Claude Desktop, IDE, chatbot)

Client Lives inside host, speaks MCP

Server Exposes tools/data from external services

Source: https://modelcontextprotocol.io



1. Connection phase: When an MCP client (like Cursor or anything using LLM) connects to an MCP 
server, it first goes through handshaking and authentication, after which it receives the full list of 
available tools.

1. MCP pre-processing: When a user submits a prompt, the LLM not only sees the input but also 
the list of tools exposed by the integrated MCP. Based on the prompt, the LLM decides whether it 
needs to use any of those tools. If it does, the client observes that the LLM has chosen to call an 
MCP tool using a structured, proprietary format shared between the LLM and the client. The LLM 
then prepares the tool call with the proper arguments.

1. Execution: The MCP client forwards this tool call to the server, which performs the intended 
action. For example, accessing a third-party service on the user’s behalf and retrieving a response.

1. MCP post-processing: That response, which can be of any type, is passed back to the LLM, 
which processes it and generates the final output for the user.

The LLM has agency to call the MCP server and then interpret the response.

How does this work?



• Before MCP, models have limited access
• Require specific tools and connectors to talk to APIs
• New integrations require implementing a specific connector
• Someone has to implement the third party’s API into our AI agent!

• MCP introduces a generic way to do that
• Everyone uses the same API
• The AI model is responsible for parsing the user’s intent into a clear API the service 

recognizes 

• Normally, MCP servers are minimal API wrappers around existing cloud APIs
• Some add new, exciting functionality, like filesystem access on desktop
• Some allow access to local debuggers
• Some support stateful sessions

MCP is strong automation



• API keys are now stored inside the AI app (e.g., Claude)
• Traditionally, we’d store a user’s API key in a safe secret storage

• Authorization is controlled by the AI app
• Requiring user attention for an action if destructive is a decision made 

by AI
• Do we trust the AI to understand if an action is malicious?
• When do AI prompts about destructive actions become annoying, leading to 

YOLO mode? 

• Session timeout is longer by design
• Enables continuity, but increases the importance of scoped permissions

What’s different? 



• Before: model outputs text, Now: model executes actions

• MCP turns an LLM into:
• an orchestrator of APIs

• a holder of credentials

• an actor inside your system boundary

• Threat model changes from “Can the model say something 
wrong?” to “Can the model do something wrong?”

Threat model shift: MCP = tools with 
authority



• Traditional authorization
• User clicks explicit OAuth consent

• API gateway enforces scopes

• Backend has predictable call patterns

• MCP authorization:
• AI app holds the credential

• AI decides when to invoke a tool

• User approval becomes UX-dependent

Authorization is “AI-mediated”



• Introduce risks on top of the API they implement:
• Looks legitimate
• Runs outside your control
• Can exfiltrate data silently

• Examples:
• “GitHub helper” that copies private repo contents
• “Calendar assistant” that leaks meeting context
• “Search tool” that embeds tracking in responses

• Key issue: the user chooses MCP servers naively

Malicious MCP servers (hosted)



• Unbounded access to the local machine
• Filesystem

• SSH keys
• Local credentials

• Debug ports

• Internal corp. network

• A local MCP server is arbitrary code execution with a friendly 
name

Malicious MCP servers (local)



Malicious MCP servers: example



• Most failures won’t be “evil,” just sloppy:
• No auth checks

• Overbroad tool exposure

• Unsafe argument handling

• Shell injection

• Path traversal

Badly coded and vulnerable MCP servers



• Keep developers informed

• Policies should allow only approved MCP servers and providers

• Review the allowed list every couple of months

• Ideally, MCP servers should only run in a sandboxed environment
• No local access

• No access to secrets, API tokens, etc.

MCP security is about governance





MCP Demo
Claude Code + Notion



Questions?
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